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— INTERBEL NETWORK ATTACKED —

In reference to our network going ~ work and better security protec-
down and being intermittent for | tion; we will also pursue every
24 hours (3pm Monday, July 18 to | means possible to track and
3pm Tuesday, July 19): prosecute the person(s) hacking
our networks. I know the down-
time on our customers has been
very painful and on behalf of all of
us at InterBel, we apologize for
this inconvenience. It is stressful
on everyone at InterBel as well and
only emphasizes our effort to build
a more secure network.

I would like to provide you with an
explanation as well as an apology.
First, and most important is to
know that InterBel was viciously
attacked by a hacker. It is clear,
based on the access, the equipment
targeted and the trail left by the
hacker that they knew how to get
around InterBel's network quite | Sadly, I would reference our
well. The damage affected not only | hacking experience as “everyday” to
our ISP network but our voice | the world we live. When we see
network, which had a double | Bank of America, Citibank,
impact on InterBel. We do have | Google and many other corpora-
both voice and data (ISP) | tions being hacked on a regular
netwotks up and running | basis; it's easier to understand that
smoothly again, after 24 hours of | InterBel is vulnerable as well. I
troubleshooting and reconfigura- | would like to assure you that we
tions which included bringing | continue to have one of the most
someone in from outside to assist | advanced networks in the state and
us. throughout the country. We have
made significant investments in
equipment, redundancy, fiber
routes, training and security; and,
although we have never taken the
security factor lightly, we'll cleatly
bump it up to as high a level that
we can possibly justify.

We believe this recent attack is
related to two other malicious
attacks we have had in the last 6
weeks.  That said, we are taking
it seriously and

will not only

come out of it

with a more | Thank you for your patience and I

secure | hope, your understanding, as we

move forward with our challenges.

Randy Wilson, General Manager
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FCC CHALLENGE CONTINUED;
LET YOUR VOICE BE HEARD
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Its HERE, Its READY!

/
A HIGH SPEED DSL

Just grab your mouse and go! - InterBel Broadband

Last month’s newsletter discussed the FCC
Challenge and how rural areas are at risk to
new FCC reform laws. The proposed laws
target rural areas to only have broadband
speeds of 4 meg by year 2020 as compared
with urban areas targeted at 100 meg,.

Thank you to everyone who completed the
survey last month (see the link posted on our
website). The surveys continue to be impor-
tant, especially as it relates to how faster DSL
speeds have helped run a business, create jobs
or provided more opportunity to a family such
as distance learning, college credits or school
projects.

CALL TO ACTION: Please send our

Congressional representatives (Senators’
Baucus and Tester, and Congressman Reh-
berg) a letter. The process to reach each one
has been made easy by going on-line at
www.saveruralbroadband.org. Once you are on
the web site, click on SEND THE LETTER,
it will take you to a page where you fill in your
name, postal address and email address (it only
takes about 30 seconds to complete the form).

Your assistance is greatly needed in bringing
awareness of the negative rural area impact
with lost broadband, lost jobs and lost
economic opportunity; if the FCC reform is

allowed to pass. Thanks for the help!




